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ACCESS TO INFORMATION USING 
PROTECTABLE AUTHORIZATION MESSAGES 

Technical Field 

The present invention pertains to the field of accessing 
valuable information. More particularly, this invention 
relates to a method for accessing valuable information using 
legally protectable authorization messages. 


Background Art 

Valuable information such as movies, videos, and audio 

recordings is commonly distributed to consumers using a 

variety of distribution media including magnetic storage 

media and optical storage media. Such magnetic storage media 

includes magnetic tape and magnetic disk media. Such optical 

storage media includes compact disks, laser disks, minidisks, 

as well as digital video disks and writeable optical storage 
disks . 


Content providers of such valuable information usually 

seek to prevent unauthorized use the valuable information 

distributed on such media. Typically, unauthorized use of 

such valuable information may be prohibited under the 

intellectual property protection laws of the United States 

and other countries. An owner of the intellectual property 

rights to the valuable information is referred to as a right 
holder . 

For example, unauthorized copying of the valuable 
information contained on such media may be prohibited under 
United States and international copyright laws. Movies, 
videos, and other content distributed on media such as video 
tape, laser disk and digital video disk are usually protected 
from unauthorized copying under copyright laws. The right 
holder of such valuable information nevertheless is faced 
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with the prospect of preventing violations of their 
intellectual property rights. 

Typically, the prevention of intellectual property right 
violations is facilitated through formal agreements between 
the right holders and the manufactures of media 
recording/playback devices. Under one such prior agreement, 
a copyright indication is contained on storage media that 
holds valuable information which is prohibited from being 
copied. Typically, the manufacturers of authorized media 
recording/playback devices disable recording functions if the 
copyright indication is detected while reading the media. 

These efforts notwithstanding, third parties often 
provide devices capable of defeating such agreed safeguards 
against copying of valuable information. For example, such 
devices may filter or eliminated the copyright indication as 
the content of the storage media is read and transferred to a 
recording device. Typically, right holders seek to cut off 
the source of such devices to prevent copying of their 
valuable information. 

One way to cut off the source of such devices is to 
bring legal actions against the providers of such devices for 
copyright violation. However, a defense to such an action is 
to argue that such devices are provided for uses other than 
copying of valuable information. Unfortunately, such a 
defense may hinder the efforts of right holders seeking to 
enforce their rights and cut off the supply of such devices. 
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DISCLOSURE OF THE INVENTION 

A system and method is disclosed for preventing 
unauthorized use of valuable information using legally 
5 protectable authorization messages. A media access device 
that enables access to the valuable information provides the 
valuable information to a receiving device only if the 
receiving device produces the legally protectable 
authorization message. The legally protectable authorization 
10 message may be prohibited from unauthorized use under 

international intellectual property laws of the United States 
and other countries. 

Accordingly, providers of unauthorized devices violate 
15 an intellectual property rights in the legally protected 

authorization message if those devices produce the legally 
protectable authorization message. For example, an 
unauthorized device must generate a copyrighted authorization 
message in order to obtain the valuable information from the 
20 media. As a consequence, right holders can more easily show 
that providers of such unauthorized devices are providing the 

devices in order to wrongly obtain valuable information from 
storage media. 

25 Other features and advantages of the present invention 

will be apparent from the detailed description that follows. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is described with respect to 
particular exemplary embodiments thereof and reference is 
accordingly made to the drawings in which: 

Figure 1 illustrates a method for preventing 

unauthorized use of valuable information which is accessed by 
a media access device; 

Figure 2 illustrates a method for preventing 

unauthorized use of the valuable information in another 
embodiment; 

Figure 3 illustrates a method for preventing 

unauthorized use of the valuable information in yet another 
embodiment ; 

Figure 4 illustrates a system that employs legally 

protectable authorization messages to prevent unauthorized 
use of valuable information; 

Figure 5 illustrates a media access device in one 
embodiment ; 

Figure 6 illustrates a process by which a media access 
device prevents unauthorized used of valuable information by 
devices coupled to a communication path. 
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MODES FOR CARRYING OUT THE INVENT TOW 


1 illustrates a method for preventing 
unauthorized use of valuable information 16 which is accessed 
by a media access device 10. A receiving device 12 transfers 
a legally protectable authorization message 14 to the media 
access device 10 via a communication path 20. The media 
access device 10 receives the legally protectable 
authorization message 14 and then transfers the valuable 
information 16 to the receiving device 12 via the 
communication path 20 if the legally protectable 

authorization message 14 is provided and is validated by the 
media access device 10. 

Unauthorized use of the legally protectable 
authorization message 14 may be prohibited under intellectual 
property laws. If the receiving device 12 is provided by an 
entity not authorized to use the legally protectable 
authorization message 14 by the right holder to the legally 
protectable authorization message 14 then that entity may be 
liable for violating the intellectual property rights 

afforded to the right holder regardless of the intended or 
actual use of the receiving device 12. 

In some embodiments, the legally protectable 
authorization message 14 is a predefined copyrighted message. 
The predefined copyrighted message includes a copyright 
notice that specifies the owner of the copyright. In one 
embodiment, the legally protectable authorization message 14 
is an ASCII coded message. In another embodiment, the 

legally protectable authorization message 14 is an encrypted 
message . 
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In some embodiments, the legally protectable 
authorization message 14 includes a predefined encryption key 
which is used to decode the valuable information 16. The 
predefined encryption key is kept secret by the right holder 
5 to the legally protectable authorization message 14 and is 
disclosed only to approved device providers that adhere to 
the present methods for accessing valuable information. In 
one embodiment, the predefined encryption key contained in 
the legally protectable authorization message 14 is ASCII 
10 encoded. In another embodiment, the predefined encryption 
key contained in the legally protectable authorization 
message 14 is an algorithmic transformation of the actual key 
such as the actual key minus one. 

15 The media access device 10 represents a wide variety of 

devices capable of accessing valuable information including 
media players such as digital video disk or DVD players, 
laser disk players, compact disk players, CD-ROM players, 
video tape players, and audio tape players. The media access 
20 device 10 also represents computer systems including personal 
computer systems which are capable of reading information 
from a variety of media including DVD media, CD-ROM media, as 
well as other magnetic and optical storage media. 

25 The receiving device 12 represents a wide variety of 

devices capable of using the valuable information 16 
including media recorders such as digital video recorders, 
video tape recorders, and audio tape recorders. The 
receiving device 12 also represents devices capable of 
30 rendering the valuable information 16 included display 
devices such as display monitors, video monitors, and 
television monitors any of which may have audio rendering 
capabilities. The receiving device 12 also represents 
computer systems including personal computer systems which 
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are capable of recording the valuable information 16 or for 
manipulating the valuable information 16 or for rendering the 
valuable information 16 via a variety of display mechanisms. 

The receiving device 12 also represents devices which 
are not authorized by the right holder of the message 14 to 
use the message 14. Such devices may be embodied as any of 
the devices listed above or specialized devices that are 
placed between a media access device and another unauthorized 

receiving device such as any of the receiving devices listed 
above. 

The communication path 20 represents any communication 
path capable of carrying the legally protectable 
authorization message 14 and the valuable information 16. 

The communication path may be embodied- in a parallel 
communication bus structure, a serial communication bus 
structure, a parallel or serial communication link, a 
communication network, or an infrared or radio freguency 
communication link or communication network. The 
communication path 20 may be a standardized communication 
path that is provided specifically for carrying the legally 
protectable authorization message 14 and the valuable 
information 16 and for enabling access to protected 
information by authorized devices. 

r 

The valuable information 16 may be subdivided into a 
series of information blocks with each block being encrypted 
using various encryption methods. Block transformation 
encryption methods may be used to sufficiently manipulate the 
content of the valuable information being transferred to 
prevent viewing or listening without appropriate decryption. 
The content of the valuable information 16 may also be 
encoded according to various compression techniques including 



WO 98/29869 


PCT/US97/2344 1 


- 8 - 

MPEG, International Standards Organization SC29WG11, approved 
compression standards and FCC approved compression standards. 


5 Figure 2 illustrates another method for preventing 

unauthorized use of the valuable information 16 which is 
accessed by the media access device 10. The media access 
device 10 transmits a poll message 22 to the receiving device 
12 via the communication path 20. The poll message 22 
10 includes a request authorization message. The receiving 
device 12 responds to the poll message 22 containing the 
request authorization message by transferring a response 
message 24 via the communication path 20 that contains the 
legally protectable authorization message 14. Any one of a 
15 wide variety of known poll/response communication techniques 
may be used by the media access device 10 to poll the 
receiving device 12 and other devices coupled to the 
communication path 20. 

20 The media access device 10 receives the legally 

protectable authorization message 14 contained in the 
response message 24 and then logs the receiving device 12 as 
an authorized receiving device if the legally protectable 
authorization message 14 is valid. The media access device 
25 10 may transmit the poll message 22 to the receiving device 

12 at power up or whenever a media element is inserted into 
the media access device 10 or whenever the receiving device 
12 is first detected on the communication path 12. 

30 At any time, the receiving device 12 transfers a request 

for information from media message 30 to the media access 
device 10 via the communication path 20. If the media 
element in the media access device 10 contains valuable 
information which may not be used without authorization and 
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if the receiving device 12 is logged as an authorized 
receiving device then the media access device 10 responds to 
the request 30 by transferring the valuable information 16 
obtained from the media element via the communication path 
20. If the media element in the media access device 10 
contains information which may not be used without 
authorization and if the receiving device 12 is not logged as 
an authorized receiving device then the media access device 
10 either ignores the request 30 or transfers a request 
denied message to the receiving device 12 via the 
communication path 20. In one embodiment, the media access 
device 10 determines whether the media element contains 
valuable information which may not be used without 
authorization by reading the media element for an indication 
of whether the information contained thereon may be used 
without authorization. 

Figure 3 illustrates yet another method for preventing 
unauthorized use of the valuable information 16 which is 
accessed by the media access device 10. The receiving device 
12 transfers the request message 30 to the media access 
device 10 via the communication path 20. If the media 
element in the media access device 10 contains valuable 
information which may not be used without authorization then 
the media access device 10 transfers a request authorization 

message 32 to the receiving device 12 via the communication 
path 20. 

If the receiving device 12 responds to the request 
message 32 with the legally protectable authorization message 
14 then the media access device 10 transfers the valuable 
information 16 via the communication path 20. If the 
receiving device 12 does not produce the legally protectable 
authorization message 14 in response to the request message 
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32 then the media access device 10 either* ignores the request 
message 30 or transfers a request denied message to the 
receiving device 12 via the communication path 20. 

Figure 4 illustrates a system 50 that employs legally 
protectable authorization messages to prevent unauthorized 
use of valuable information. The system 50 includes the 
rrtsdia access device 10/ a television system 40, a recording 
system 42, a computer system 44, and a pair of unauthorized 
receiving devices 46 and 48 all coupled to the communication 
path 20. Any one or more of the television system 40, the 
recording system 42, the computer system 44, and the 
unauthorized receiving devices 46 and 48 may provide the 
functionality of the receiving device 12 with respect to 
obtaining valuable information from media being accessed by 
the media access device 10. 

The unauthorized receiving device 46 represents a device 
that does not produce the legally protectable authorization 
message 14 when required. The unauthorized receiving device 
48 represents a device that does produce the . legally., 
protectable authorization message 14 but tfrat-'i's provided by 
an entity that is not authorized to use the legally 
protectable authorization message 14 by the owner of the 
intellectual property rights in the legally protectable 
authorization message 14. For example, the unauthorized 
receiving device 48 may be manufactured by an entity not 
licenced by the owner of the copyright on the legally 
protectable authorization message 14. 

In one embodiment, the media access device 10 sends 
polling messages to each of the devices 40-48 at power up 
time or at the time a new media element containing valuable 
information which may not be used without authorization is 
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into the rn0dx3 access device. The media access device 
10 maintains a log of which of the device 40-48 returned the 
legally protectable authorization message 14 in response to 
the polling messages. Thereafter, the media access device 10 
uses the information in the log to either satisfy or deny any 

requests for valuable information received from the devices 
40-48. 


Figure 5 illustrates the media access device 10 in one 
embodiment. The media access device 10 includes a media 
access mechanism 60 for reading information from a storage 
media. The information on the storage media may be valuable 
information which is protected by copyright laws and which 
may not be used without authorization. The media access 
device 10 includes a communication interface 64 which enables 
transfer of information over the communication path 20 
including the valuable information 16 obtained from the 

storage media and messages used to obtain authorization from 
the devices 40-48. 

The media access device 10 includes a processor 62 that 
generates messages and that maintains a log of authorized 
devices in a memory 66. The processor 62 and the memory 66 
may in some embodiments be the same processor and memory 
elements in the media access device 10 which are used to 
access the storage media. 

Figure 6 illustrates a process by which the media access 
10 prevents unauthorized used of valuable information 
by devices coupled to the communication path 20. At block 
100, the processor 62 transfers poll messages to each of the 
devices 40-48 via the communication path 20. The processor 
62 may poll each device individually or may broadcast one 
poll to all devices via the communication path 20. 
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At block 102, the processor 62 creates a log of 
authorized receiving devices. A logged authorized receiving 
device is a receiving device on the communication path 20 
that returned the legally protectable authorization message 
14 in response to a poll. This log may be stored in the 
memory 66. 

At block 104, an information request is received from 
one of the devices 40-48 via the communication path 20. At 
block 106, the processor 62 determines whether the 
information request received at block 104 is a request for 
valuable information which may not be used without 
authorization. In one embodiment, the media being accessed 
through the media access mechanism 60 stores an indication of 
whether the media contains valuable, i.e. copyrighted, 
information which may not be used without authorization. 

If the requested information is not valuable information 
requiring authorization then at block 108 the processor 62 
transfers the requested information to the requesting 
receiving device via the communication path 20 without regard 
as to whether the requesting receiving device is an 
authorized device. Otherwise, control proceeds to block 110. 


At block 110, the processor 62 determines whether the 
requesting receiving device is an authorized receiving device 
by accessing the log of authorized receiving devices 
contained in the memory 66. If the requesting receiving 
device is authorized then the processor 62 transfers the 
valuable information to the requesting receiving device at 
block 112. Otherwise, the processor 62 ignores the 
information request and proceeds back to block 104 to handle 
a next information request. 
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In an alternative embodiment, the processor 62 ignores 
the information request at block 110 if any one or more of 
the devices 40-48 is unauthorized. This embodiment prevents 
unauthorized receiving devices from eavesdropping on 

5 transactions conducted by other authorized devices coupled to 
the communication path 20. 

The foregoing detailed description of the present 
invention is provided for the purposes of illustration and is 
10 not intended to be exhaustive or to limit the invention to 
the precise embodiment disclosed. Accordingly, the scope of 
the present invention is defined by the appended claims 
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QLMm 


What is claimed is: 

5 1. A system for preventing unauthorized use of valuable 

information, comprising: 

receiving device that generates a legally protectable 
authorization message; 

media access device that transfers the valuable 
10 information to the receiving device in response to the 
legally protectable authorization message. 

2. The system of claim 1, wherein the legally protectable 
authorization message includes a copyright notice. 

15 ' 

3. The system of claim 2, wherein the copyright notice 
identifies a right holder of the legally protectable 
authorization message. 

20 4. The system of claim 1, wherein the receiving device and 

the media access device are coupled to a communication path 
that carries the legally protectable authorization message 
and the valuable information. 

25 5. The system of claim 1, ' wherein the valuable information 

is contained on a storage media which is read by the media 
access device. 

6. The system of claim 5, wherein the storage media 

30 contains an indication that the valuable information may not 
be used without authorization. 

7. The system of claim 6, wherein the media access device 
does not transfer the valuable information to the receiving 
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device if the indication is present on the storage media 
unless the receiving device provides the legally protectable 
authorization message. 

5 8. The system of claim 6, wherein the media access device 

transfers the valuable information to the receiving device if 
the indication is not present on the storage media regardless 
of whether the receiving device provides the legally 
protectable authorization message. 

10 

9. A system for preventing unauthorized use of valuable 
information, comprising: 

means for reading the valuable information from a 
storage media; 

means for obtaining a legally protectable authorization 
message from each of a plurality of receiving devices; 

means for transferring the valuable information to a 
requesting one of the receiving devices if the requesting one 
provides the legally protectable authorization message. 

20 

10. The system of claim 9, wherein the means for obtaining 
comprises : 

means for polling each of the receiving devices; 
means for logging the receiving devices that produce the 
25 legally protectable authorization message. 

11. The system of claim 10, wherein the means for reading 
comprises a media player for reading the storage media. 

30 12. The system of claim 11, wherein the means for polling 

comprises means for polling the receiving devices in response 
to the placement of the storage media into the media player. 
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13. The system of claim 11, wherein the means for polling 
comprises means for polling the receiving devices in response 
to the placement of the storage media into the media player 
if the storage media indicates that the valuable information 

5 may not be used without authorization. 

14. The system of claim 10, wherein the means for 
transferring the valuable information comprises means for 
transferring the valuable information to the requesting one 

10 of the receiving devices if the requesting one is logged as 
one of the receiving devices that produce the legally 
protectable authorization message. 

15. The system of' claim 10, wherein the means for 

15 transferring the valuable information comprises means for 

transferring the valuable information to the requesting one 
of the receiving devices only if all of the receiving devices 
are logged as receiving devices that produce the legally 
protectable authorization message. 

20 

16. A method for preventing unauthorized use of valuable 
information, comprising the steps of: 

reading the valuable information from a storage media; 

obtaining a legally protectable authorization message 

25 from each of a plurality of receiving devices; 

transferring the valuable information to a requesting 

*■ 

one of the receiving devices if the requesting one provides 
the legally protectable authorization message. 

30 17. The method of claim 16, wherein the step of obtaining 

comprises the steps of: 

polling each of the receiving devices; 

logging the receiving devices that produce the legally 
protectable authorization message. 
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18 . The method of claim 17 , wherein the step of transferring 
the valuable information comprises the step of transferring 
the valuable information to the requesting one of the 
receiving devices if the requesting one is logged as one of 

the receiving devices that produce the legally protectable 
authorization message. 

19. The method of claim 17, wherein the step of transferring 
the valuable information comprises the step of transferring 
the valuable information to the requesting one of the 
receiving devices only, if all of the receiving devices are 
logged as receiving devices that produce the legally 
protectable authorization message. 
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